Improving the implementation
of microservice-based systems
with static code analysis

aka.

Improve the IDE support for developers of REST-based microservices to
keep API specification and implementation consistent
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But why?

@Controller('users')

@ApiTags('Users"')
@validated()
@Throttled()
export class UserCont er {
constructor(

private userService: UserSe

%4
¥

@Get()
@Auth()
@ApiOperation({ description:
@ApiOkResponse({ type: [User]

openapi:

v fapi/vl/

Rohdaten  Kopfzeilen
Vg

pieren Alle einklappen Alle ausklappen

"AuthCo

summary:
description: "Log in
parameters: [1]

¥ requestBody:
required: true
¥ content:
w application/json:
¥ schema:
$ref: "#/comp

¥ responses:

@ Swa_gger

SMARTBEAR

» Changelog

Servers

I https:lipioneers.uniks.de +

Authentication
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‘ PEEEN /apisvi/auth/iogin

‘ m /api/v1l/auth/refresh

I\
%E fdlvlhuthllogout

async getUsers(

v 201:
description:

w content:

@Query() { statusLids Feig

): Promise<User[]>

return this.userService.fir
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w application/json:
P schema: {..}
v 400:

description: "Valida

Users

‘ /api/vl/users

‘ [/api/vl/users/{id}
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The what?

* A plugin for Visual Studi~ Co atedw 1 lai age serv
protocol
o At v col aresAPlsp ific a1 vitht plemc. on
ipe Chee 7
- dpointir  mat  on Hover
— ble Autt mple | routes

—)  otor tion (1ium a frontend, if projects are a monorepo env.)
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How?

VS Code Extension

Editor Client

Language Server Protocol
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Server

Hoverlinfo
Service

Analyzer

Express
Analyzer

AutoCompletion
Service




You can’t be the first one, right?

* Formal approaches

— Formal Verification of Stateful Services with REST APIs Using Event-B
— SafeRESTScript: Statically Checking REST APl Consumers

 Practical approaches (without IDE integration)
— Statically Checking Web API Requests in JavaScript
— Swagger-based jQuery Ajax Validation

* Practical approaches (with IDE integration)
— Opportunities in Software Engineering Research for Web APl Consumption [5]
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What's next?

» Replace the configuration file (.siarc) with a Swagger integration
— Supports both OpenAPI version 2 and version 3

* Publishing the extension at the Visual Studio Code marketplace

e Evaluates the usage of the extension
— With students from lectures
— With a user base whose downloaded the extension from the marketplace
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